NWHO®OPMALIMOHHAA NAMATKA
OnA OBYYHAIKOLLUUXCA AnA PASMELLUEHUA
HA O®ULINATIbHbIX MHTEPHET-PECYPCAX

C KkaxabiM rogoM MOMOAEXM B MHTEpPHETe CTaHOBUTbCA Oonblue, a LWKOMbHWUKW OOHU U3
cambIX aKTMBHbIX Nonb3oBatenen PyHeTta. Mexay TeM, NOMMMO OrpOMHOIO KONmM4ecTBa BO3MOXHOCTEWN,
WHTEPHET HeceT 1 Npobnemsl.

OT1a namsaTka gormkHa nomMmoyb Tebe 6e3onacHoO HaXoAUTLCS B CETU.

KomnbloTepHble BUpYyChI
KoMnbloTepHbIN BUPYC - 3TO pasHOBUAHOCTb KOMMbIOTEPHBLIX NPOrpaMMm, OTANYMTENBHOMN
0COBEHHOCTbLI0 KOTOPOW ABMSIETCA CNOCOBHOCTL K pa3MHOXEHUI0. B fononHeHne k aToMy, BUPYCbl MOTYT
NnoBpeauTb NN NOMHOCTBIO YHUUTOXNUTL BCE (halinbl U fJaHHble, MOAKOHTPOSbHbIE NONb30BaATEN0, OT UMEHU
KOTOporo Obina 3anyLeHa 3apaxeHHasi nporpamMma, a Takke MOBPeAuTb UMM OaXe YHUYTOXUTb
OMnepauuoHHY CUCTEMY CO BceMu pannamu B uenom. B GomnblUMHCTBE criydaeB pacnpoCcTpaHsAoTCs
BMPYCbl YEPE3 MHTEPHET.

MeToapl 3aLWmMTbl OT BP€4OHOCHbIX NpOorpamm:

1. Micnonb3yi COBpeEMEHHbIE ONEPALMOHHBIE CUCTEMbI, UMEIOLLME CEPbE3HBIN YPOBEHb 3alnThbl OT
BPEAOHOCHBIX NpOorpamm;
2. MNMocTosiHHO ycTaHaBnmBam navtn (LMdpoBbIe 3annaTki, KOTOpble aBTOMAaTUYECKN YCTaHaBNUBAaKOTCH C
uenbto gopaboTkm NnporpaMmmbl) U gpyrne o6HOBNEHNsI CBOEN onepaLmoHHoN cuctemMbl. CkaunBam nx TONbKO
¢ ochmuymanbHoro cavta paspabotumka OC. Ecnu cyLecTByeT pexxum aBToMaTU4eckoro o6HOBMeHuS,
BKITHOYM €rO0;
3. PaboTtam Ha cBoeM KOMMbKOTEPEe NOoA NpaBamMu MOMb30OBaTens, a He agMuHUcTpartopa. OTO He
No3BONUT BONBLUMHCTBY BPEOOHOCHbIX MPOrPaMm MHCTaNNMpoBaTbCa Ha TBOEM NepPCOHANIbHOM KOMMNbIOTEPE;
4. Vicnonb3yw aHTUBUPYCHbIE NPOrpaMmHbIe MPOAYKTbl U3BECTHBLIX NMPOM3BOAMTENEN, C aBTOMAaTUYECKNM
o6HoBreHnem 6as;
5. OrpaHuyb buranyecknini 4OCTYN K KOMMbIOTEPY A1 MOCTOPOHHUX nL;
6. cnonb3yn BHELLHME HOCUMTENW MHpOopMaLmK, TakMe Kak dneLlka, AUCK nnn dpann u3 MHTepHeTa, TONbKO
13 NPOBEPEHHBLIX MCTOYHWNKOB;
7. He oTkpbiBa KOMMbOTEPHbIE (hannbl, NONYYEHHbIE U3 HEHAAEXHbIX NCTOYHMKOB. [laxe Te channsl,
KOTOpble npucnan TBON 3HaKoMbll. Jlyylle yTOYHM y Hero, oTnpaBnsn fm oH Tebe mx.

Cetu WI-FI

Wi-Fi - aTo He BMO nepefayn AaHHbIX, HE TEXHOMoruMs, a Bcero nuwb 6peHa, mapka. Ewe B
1991 rogy HMgepnaHackass KomnaHwus 3apernctpuposana 6peng "WECA", yto obosHadvano
cnoBocoyeTaHue "Wireless Fidelity", koTopbIi nepeBoanTcs Kak "06ecnpoBogHasi TOYHOCTb".

o Hawero BpemeHu goLuna gpyrasi abbpesunaTtypa, KoTopasi ABMSeTCS TakoW e TexHonornen. 31o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHuWe BbINO JaHO C HAMEKOM Ha CTaHAAPT BbICLLEN 3BYKOBOW TEXHUKM Hi-
Fi, 4To B nepeBoae 03Ha4aeT "BbliCOKasi TOYHOCTL".

Oa, 6ecnnaTtHbIV MHTEPHET-AOCTYN B Kade, OTensxX U asponopTtax ABASeTCA OTIINYHOWN
BO3MOXHOCTbIO BbIXxoa B MHTEPHET. HoO MHOrmMe akcnepTbl cuutaroT, 4to obwenoctynHble Wi-Fi cetn He
aBnsATCcA 6e30nacHbIMM.

CoBeTbl No 6e3onacHocTu paboTbl B 06LweaocTynHbIX ceTsax Wi-fi:

1. He nepepasaii cBoto nuyHyto nHpopmauuio yepes obuegoctynHble Wi-Fi cetn. PaboTas B HuXx,
XenaTenbHO He BBOAUTb Maponu AoCTyna, NOrvHbI U Kakme-To HoMepa;

2. Ncnonb3yn n oBHOBMAN aHTUBMPYCHblE Mporpammbl M BGpaHgmayep. Tem cambiM Thbl 0be3onacuilb
cebsa OT 3akayku BMpYyca Ha TBOE YCTPONCTBO;

3. Mpu wncnonb3oBaHun Wi-Fi oTknioum cyHkumo "O6wmin goctyn k channam m npuHtepam”. OaHHas
YHKLMSA 3aKpbiTa MO YMOJTYaHUI0, OfHAKO HEKOTOpLIE MONb30BAaTENN aKTUBMPYIOT ee AN yaobcTea
ncnonb3oBaHns B paboTte unu y4ebe;

4. He ncnonb3yn nyénunynein WI-FI ons nepegaym nu4HbIX AaHHbIX, HANPUMEp ANs BbIXo4a B colmarnbHble
CETU NN B 3NEKTPOHHYIO MOYTY;

5. Micnonb3yi ToNbKO 3awmieHHoe coeagnHeHme Yepe3 HTTPS, a He HTTP, T.e. npn Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTknoun pyHkumio "TogknioveHne k Wi-Fi aBtomaTtnyeckn”. He gonyckan
aBTOMaTUYECKOro NOAKMYEHNs ycTponcTaa k ceTam Wi-Fi 6e3 TBoero cornacusi.



CouunanbHble ceTn

CoumanbHble CETU aKTMBHO BXOAAT B Hally XW3Hb, MHOrve nioau paboTaloT M XUBYT Tam
nocToaHHO, a B Facebook yxe 3apernctpupoBaH Munnuapg YenoBek, YTo sIBNsieTCs OQHOW CeabMOW BCEX
Xutenew nnaHetbl. MHOrMe nonb3oBaTenyM He MOHWMAIOT, YTO MHAdOpPMauuns, pasMelleHHas UMn B
coumanbHbIX CeTAX, MOXeT ObiTb HamgeHa W UCMNorb30BaHa KeM YroAHO, B TOM Yucrne He obA3aTensHo ¢
Onarmmmn HamepeHuaMuN.

OcHoBHbIe coBeThbI N0 6€30MacHOCTY B COUManbHbIX CETAX:

1. OrpaHunyb cnncok gpy3en. Y 1e6s B Apy3bsX HE JOMKHO ObITb Cry4alHbIX U HE3HAKOMbIX JHOOEW;

2. 3awmuarn cBo YacTHYH XM3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, AaTy TBOEro POXAEHNS 1

APYryto NMYHY0 WMHpopMaumio. 3MOYMBbILMAEHHUKA MOTFYT WCMOMb30BaTb AaXe MHGOpMauui O TOM, Kak

Tbl U TBOM poOAUTENU NNaHUpyeTe NMPOBECTN KAaHUKYIbI;

3. 3awumwan cBo penyTauuio - OepXu ee B YMCTOTe U 3agaBan cebe Bonpoc: xoten Obl Tbl, YTOObI

Apyrue nonb3oBaTeny BUAEenu, YTo Thl 3arpyxaels? MNogyman, npexae Yem YTo-To onybnmkoBaTthb,

HanucaTb U 3arpyaunTb;

4. Ecnu Tbl roBopuvlb C NOAbMU, KOTOPbIX HE 3HAELlb, HE MCMNONb3yN CBOE peanbHOEe UMSA U OPYryio

MNVYHYI0 MHPOPMaLUN: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. N3beran pasmeleHus dotorpacun B VIHTEepHeTe, roe Thbl M300pakeH Ha MECTHOCTM, MO KOTOpOW

MOXHO onpeaenuTb TBOE MeCTOMNOMNOXEHNE;

6. Mpu peructpaumm B coumnarnbHOW CeTU HeobXOOUMO WCMONb30BaTb CMOXHbIE MApPOSiM, COCTOSALME

13 OykB M LMP 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ans coumanbHOM ceTu, NOYThl U APYrMX CakToB HEOOXOAMMO MCMONb30BaTh pa3Hble naponu. Toraa ecnu

TebS B3NomaroT, TO 3MT0YMbILLNIEHHMKIN MOMyYaT 4OCTYN TOMNbKO K OAHOMY MECTY, a He BO BCe cpasy.
OneKTPOHHbIE AeHbIn

ONeKTPOHHbIE AEHbM - 3TO OY4eHb YAOBHbIN CNOCcOb nnaTexen, 0AHaKo CyLLEeCTBYIOT MOLLUEHHUKM,
KOTOpbl€ XOTAT MOMYYnUTb 3TN OEHbIU.

OnNeKTPOHHbIE AEHbM NOABUIIUCL COBCEM HEAaBHO M UMEHHO M3-3a 3TOr0 BO MHOMMX rOCyAapcTBax
A0 CMX NOp He NPONMCaHO NPO HUX B 3aKOHaXx.

B Poccun e oHM OYHKLMOHMPYIOT U O HUX Y>Ke NPONMCcaHo B 3aKOHe, rAe UX pasaensioT Ha
HECKONbKO BUAOB - aHOHMMHbIE U HE aHOHMMHbIe. PasHnua B TOM, YTO aHOHUMHBbIE - 3TO Te, B KOTOPbIX
paspeluaeTcs NpoBoauTb onepaunm 6e3 naeHTuduKaLmm Nonb3oBaTens, a B HeaHOHMMHbIX naeHTudmKaums
nonb3oBaTens ABnseTcst 0693aTensHON.

Takke crnefyeTt pa3nuyaTh AMEeKTPOHHbIE bruaTHble AeHbIM (PaBHbI FOCY4APCTBEHHBIM BantoTam) 1
3NEKTPOHHbIE HedUaTHbIE AeHbIM (HEe paBHbI FOCYAapCTBEHHBIM BarnoTam).

OcHoBHble COBETbI N0 Ge3onacHow paboTe ¢ 3NEKTPOHHBIMU AEeHbramu:
1. MpuBskM K cyeTy MOBUNbHBLIM TenedoH. 37O cambl yAobHbIN M BbICTPLIN CNOCO6 BOCCTAHOBUTH
[ocTyn K cyeTy. [NpuBasaHHbIi TenedoH NOMOXET, ecnn 3abyaellb CBON NNaTeXHbIN Naposib U1 3angellb
Ha calT C HE3HaKOMOro YCTPOMCTBA;
2. Vicnonb3yn ogHopasosble naponu. MNocne nepexoaa Ha yCUNEHHyo aBTopudauuio Tebe yxxe He byget
yrpoxartb OMacHOCTb KpaXku Unu nepexsaTta nraTexHoro naporns;
3. Beibepwu cnoxHbin naponeb. MNpecTtynHukam 6ygeT He NpoCToO yragaTb CNOXHbIM naponb. HagexHble
naponu - 3To Naposin, KoTopble copepXaT He MeHee 8 3HaKoB W BKMOYalOT B cebsi CTpPOYHble U
nponucHele BGykBbl, UUPbLI M HECKOMBLKO CUMBOJSIOB, Takue Kak 3Hak gonnapa, yHTa, BOCKNULaTeNbHbIN
3Hak u T.n. Hanpumep, $tROng!;;
4. He BBOAM CBOM NMYHbIE JaHHbIE Ha canTax, KOTOPbIM He AoBepsieLLb.

AreKTPOoHHas noyTa

OneKTpOHHas noyTa - 3TO TEXHONOMMA U NpeaoCcTaBrsgemMble el YCNyri No NepechIfike 1 NoNy4YeHuio
SMNEeKTPOHHbIX COOBLLEHMIN, KOTOpble pacnpemensioTcs B KomnbioTepHon ceTu. OBblYHO SMEKTPOHHbIN
MOYTOBLIM SAWMK BbIMMAAUT cneayowm obpasomM: umMs_nonb3oBaTend@ums_aoMeHa. Takke Kpome
nepegayv NPoOCTOro TEKCTa, UMEeeTCH BO3MOXHOCTb nepeAaBaTth hansbl.

OcHoBHbIe coBeThbl N0 Ge3onacHow paboTe ¢ 3NEeKTPOHHOW NOYTOW:

1. Hapgo BbIGpaTh NpaBuibHbIN MOYTOBLIN CEPBUC. B nHTEpHETE eCTb OrpOMHBbIN BbIGOp BecnnaTHbIX
NMOYTOBbLIX CEPBUCOB, OOHAKO Ny4lle JOBEPSATb TEM, KOro 3Haellb U KTO NepBbIA B PENTUHTE;

2. He ykasbiBai B IMYHON NOYTE NMYHYKO MHpopMaumio. Hanpumep, nydiie Boibpatb
"My3blkanbHbIN_aHat@" nnu "pok2013" BmecTto "Temal13";

3. Vicnonb3yin AByxaTanHylo aBTopu3auuio. OTO Korga MOMUMO MNaponsd HYXHO BBOAWUTb Kof,
npucbinaemsin no SMS;

4. BbiGepun croXHbii naponb. [Ons Kaxgoro NoYTOBOro silMka AofmkKeH ObiTb CBOWM HaOEXHbIN,
YCTONYMBBLIA K B3NTOMY Napornb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CamoMy CBOW FTUYHbIA BOMPOC, UCMONb3YN 3TY BO3MOXHOCTb;



6. Vcnonb3yn HECKOmNMbKO MOYTOBLIX AWMKOB. [lepBblM Ans 4aCTHOW Nepenucku ¢ agpecatamu,
KOTOPbIM Tbl AOBEpPsiellb. OTO ANEKTPOHHbLIM afipec He HAZ0 UCMOoNb30BaTb NpU perncTpaunm Ha opymax un
canTax;
7. He oTkpbiBan thaninel 1 gpyrue BNOXEHUS B NUCbMax, AaXe eCNu OHW NpULLNK OT TBoUX Apy3en. Jlydwe
YTOYHU Y HWUX, OTNPaBNAny nm oHu Tebe atn dawnsbl;
8. MNMocne okoH4YaHust paboTbl Ha NOYTOBOM CepBUCE Nepen 3akpbiTUEM BKIaAKu C CanToM He 3abyab HaxaTb
Ha "BbiiTn".

Kn6ep6ynavHr nnm BuptyanbHoe nsaeBaTtesibCTBo

KubepbynnuHr - npecnegosaHne coobLLeHnaMmM, COaepaLlumMm ockopbneHus, arpeccuto,
3anyrmBaHue; XynuraHcTBo; coumanbHoe 6GOMKOTMPOBaHME C NOMOLLBIO Pa3fUYHbIX UHTEPHET-CEPBUCOB.
OcHoBHble coBeTbl N0 6opbbe ¢ kKnbepOynNIIMHIrom:

1. He OGpocanca B 0oi. Jlyyqwmin cnocob: nocoBeToBaTbCs Kak cebs BECTU W, €CN HEeT Toro, K KoMy
MOXHO 06paTUTBLCS, TO BHaYane ycnokontbcs. Ecnv Tbl Ha4HeLWw b 0TBeYaTb OCKOPONEHUAMU Ha
ockopOneHns, To TOMbKO eLle Bonblie pa3oxKellb KOH(IKKT;
2. YnpaBnsn cBoewn knbeppenytaunen;
3. AHOHUMHOCTb B ceTM MHMMasi. CyLLecTBYIOT CNOCobbl BbIACHUTb, KTO CTOUT 3@ aHOHUMHbBIM akkayHTOM;
4. He ctouT BeCTM XynuraHckui o6pa3 BUPTYyanbHOM XU3HW. WHTepHeT duKcupyeT BCe TBOU
OEVNCTBUA U COXpaHsieT nx. Yaanutb nx OyaeTt KpanHe 3aTpyaHUTENBHO;
5. Cobniogan cBo BUPTYarbHYK YECTb CMOSOAY;
6. rHopupyn eanHndHbIn Heratyue. OgHOpasoBble 0CKOpOUTErnbHbIE COOBLLEHNS NyYyLle NTHOPUPOBATb.
OOGbI4HO arpeccust npekpalaeTcs Ha HayanbHOM CTaauy;
7. BaH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMW COOBLLIEHUSIMU, B COLMATbHBIX CETSIX €CTh
BO3MOXHOCTb BTOKMPOBKM OTMNpaBKM COOBLLEHNI C ONpeAeneHHbIX aapecoB;
8. Ecnu 1ol cBnageTens knbepbynnuHra. TBou AeRCTBUSA: BbICTYNUTL NPOTUB NpecriefoBaTerns, nokasaTb emy,
YTO ero OENCTBUSA OLIEHMBAKOTCA HEraTMBHO, MOAAEpPXaTb XXEepPTBY, KOTOPOW HyXHa MNCUXOonornyeckas
nomMoLlpb, coobLLMTb B3pOCHbIM O ddaKkTe arpecCMBHOIO NOBEAEHUSA B CETW.

Mo6unbHbIN TenecgoH

CoBpemMeHHble cMapToHbl U NNaHLWeTbl cogepxaT B cebe BnonHe B3pocnbivi PyHKUMOHanN, 1
Tenepb OHM MOTYT KOHKYpUPOBaTb CO CTaUMOHapHbIMU KoMMbloTepamu. OgHako, CpeacTs 3alumTbl A4S
nogo6HbIX YCTPONCTB NOKa O4YEeHb Masno. TeCTupoBaHME U NOUCK YA3BMMOCTEN B HUX MPOUCXOAMUT He TaK
WHTEHCMBHO, Kak ans MK, To e camoe kacaeTcsa n MOBUNBHBLIX NPUITOXEHWUNA.

CoBpeMeHHble MobUnbHble Gpay3epbl yKe NpakTU4EeCKM OOrHanu HacTOofbHblE aHanoru, oAHako
pacLumpeHmne yHKUMoHana BrnedveT 3a cobor 60MbLUY0 CNOXHOCTb M MEHbLLYIO 3aLUMLLEHHOCTD.

[aneko He Bce MpoM3BOAMTENW BbINyCKalOT OOHOBMNEHMS, 3aKPbIBAOLME KPUTUYECKME YA3BUMOCTWU ANS
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl AN 6e3onacHOCTN MOBUbHOro TenedoHa: Hnyero He sIBNAETCA NO-HACTOALLEMY
fecnnatHbiM. Byab ocTopoxeH, Beab Korga Tebe npeanaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb
CKpbITbl KakMe-To nNnaTtHble yenyru; lyman, npexae 4em otnpasute SMS, poTo nnu sugeo. Tbl TOYHO
3Haelwb, rae oHy OyayT B KOHEYHOM utore?

Heobxogumo o6HOBMATL ONEpaunoOHHY0 CUCTEMY TBOEro cMapTdoHa; Vicnonb3ayi aHTMBUPYCHbIE
nporpaMmmbl Ansg MobunbHbIX TeNedoHOB; He 3arpyxanm NpunoxeHus oT HEM3BECTHOIO UCTOYHUKA, BEOb OHU
MOryT coepXaTb BPeAOHOCHOE nporpammHoe obecneveHue;

Mocne Toro kak Thbl BbIMAELWb C canTa, rae BBOAUN NIMYHYO MHOpMaLmio, 3alnam B HACTPOMKU
Opaysepa u yganum cookies;

Mepuoanyeckm NpoBepsan, kKakne NNaTHbIE YCNyrn akTMBMPOBaHbI HA TBOeEM HoMepe; [laBan cBon
HOMep MOBUNBHOroO TenedoHa TOMbKO NIAAM, KOTOPbIX Thl 3HaeLWb 1 KoMy goBepsielwb; Bluetooth gomkeH
ObITb BbIKMOYEH, KOrAa Thbl UM He nonb3yelbes. He 3abbiBan nHorga npoBepsaTb 3T0.

Online vrpsbl

CoBpeMeHHbIe OHMaMH-UIpbl - 3TO KpacouYHble, 3axBaTbiBaKOLLME pa3BleyeHus, 00beanHsLme
COTHM TbICSAY YenoBek Mo BCceMy Mupy. Urpoku uccregyloT OaHHbIA MM MUp, obLiatoTcst Opyr C
OPYroM, BBIMOSHAT 3a4aHusl, CpaXarTCcs C MOHCTPaMM M NoSyyatoT OnbIT. 3a YAOBONbLCTBME OHU NNATAT:
MOKyNaT OMCK, OnsiavymMBaoT aboOHEMEHT UM NpruobpeTaroT Kakne-To onuumn.

Bce 3Tu cpeacTtBa MayT Ha NogAaepaHue u pasBuMTUE UMpbl, a Takke Ha camy 6e30NacHOCTb:
COBEPLLEHCTBYHTCS CUCTEMbBI aBTOPU3aLIMK, BbIMYCKaOTCA HOBbIE NaTym (LMdpoBbIE 3annaTtku ans
nporpamMmm), 3akpbiBalOTCA YSA3BMMOCTUN CEPBEPOB.

B nogo6HbIX Mrpax CToMT onacaTbCsi HE CTONbKO CBOMX COMEPHMKOB, CKOMBKO KpaXku TBOEro napons,
Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPM3aLUKn OOMbLUMHCTBA Urp.

OcHoBHble COBETHI N0 6€30MacHOCTN TBOErO UFPOBOIO akKayHTa:



1. Ecnu gpyron urpok BeeT cebs nnoxo nnun cosgaet tebe HENPUATHOCTU, 3abNOKUPYN ero B Cnmcke
UrPOKOB;
2. Moxanynca agMnHMCTpaTopam Urpbl Ha NNOXoe NOBEAEHNE 3TOro Urpoka, KenaTernbHO NPUNoXNTb Kakue-
TO JoKa3aTenbCcTBa B BUAE CKPUHOB;
3. He ykasbiBan nnyHyto nHcopmauuio B npodanne urpbl;
4. YBaxai gpyrmx y4acTHUKOB MO Urpe;
5. He yctaHaBnuBamn HeodmumanbHble Natyn u Moapl;
6. cnonb3yn CNoXHble U pasHble Naponu;
7. Oaxe BO BpeMs Urpbl He CTOUT OTKMOYaTb aHTUBUPYC.
Moka Tbl UrpaeLlb, TBOM KOMMNbIOTEP MOTYT 3apasnThb.
DPULINHT UNU KpaXa NMUYHbIX JaHHbIX

O6bI4yHOM KpaXen AeHer U AJOKYMEHTOB CErofHS Y>Ke€ HUKOrO He YAMBULLb, HO C pa3BUTMEM MHTEPHET-
TEXHOMOrMIM 3M0YMbILLNIEHHUKM NePeMECTUNNCh B UHTEPHET, U NPOAOIKalT 3aHMMaTbCs "nobumsim" genom.
Tak nosiBUNacb HoBas yrposa: MHTEPHET-MOLUEHHUYecTBa UNu (OULLMHF, rnaBHas Uernb KOTOPOoro
COCTOWUT B MONy4YeHUM KOH(pMAEHLManbHbIX AaHHbIX MOMb3oBaTenen - NorMHoB W naponen. Ha
aHrnuickom a3blke phishing untaetcs kak dounwuHr (ot fishing - peibHas noens, password - napons).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cneagn 3a cBoum akkayHTom. Ecnm Tbl mopgo3peBaellb, 4YTO TBOSI aHkeTa Obina B3nomaHa, TO
HeobxoaMMo 3abnokupoBaTth ee 1 coobLMTe agMUHUCTPaTopaM pecypca 06 3TOM Kak MOXXHO CKOpee;
2. Ncnonbayi 6e3onacHble BeO-CanThbl, B TOM YUCHE, UHTEPHET-MarasnHoB 1 MONCKOBbLIX CUCTEM;
3. Vcnonbayih cnoxHble 1 pasHble naponu. TakuMm o6pa3oM, ecniv Tebs B3NOMatoT, TO 3110YMbILLNIEHHUKA
nonyyart AOCTyn TOMbKO K OAHOMY TBOEMY Npoduriio B CETU, a HE KO BCEM,;
4. Ecnun T1ebs B3nomanu, To Heobxoanmo npeaynpeanTb BCEX CBOMX 3HAKOMBbIX, KOTOpble 4o6aBneHbl y Tebs
B APY3bsiX, O TOM, 4YTO Tebs B3nmOManu W, BO3MOXHO, OT TBOEro UmeHu ByaeT paccbinaTbCa cnam u
CCbINKN Ha (PULIMHIOBLIE CaWThI;
5. YctaHoBu HagexHblvi naponb (PIN) Ha MOBunbHLIV TenedoH;
6. OTknIoUM coxpaHeHne napons B 6Gpaysepe;
7. He oTkpbiBay dhannbl 1 gpyrme BrOXeHWUs B NUCbMaXx, AaXe eCriv OHW Npuwnn ot TBoux gpysen. Jydwe
YTOYHU Y HUX, OTNPaBNANy Ny oHn Tebe atn dawnel.

LUudpoBas penytaums

LindpoBas penytauus - 3TO HeraTtMBHas WM MNo3MTUBHas MHdopmaumst B cetn o Tebe.
KomnpomeTupytowas nHpopmauusi, pasMmeLleHHass B UHTEPHETE, MOXET cepbe3HbiM 0bpasom
OTPasnTbCs Ha TBOEW peanbHOM >XU3HW. "LincpoBas penytaumsa” - 3TO TBOW UMUOXK, KOTOPbLINA
dopmMmumpyeTcsa 13 uHopmaumm o Tede B MHTEPHETE.

TBOE MecTO XnTenbcTBa, y4ebbl, TBOE (PMHAHCOBOE NOMOXEHUEe, OCOBEHHOCTM XapakTepa u
pacckasbl 0 BrIM3KMX - BCE 3TO HakannMBaeTcs B CETU.

MHorvne nogpocTkmn NErkoMbICNEHHO OTHOCATCS K NyOnukaumm nuyHon nHgopmarmm B IHTepHeTe, He
NOHVMas BO3MOXHbIX MOCNeACTBUN. Tbl Jaxe He CMOXelb [orafgatbcd O TOM, YTo cpoTorpadus,
pasMelleHHad 5 neT Hasag, ctana nNpuyMHON OTKasa NpuHATL Tebs Ha paborTy.

KommeHTapuu, pasmelleHme TBoux potorpaduin n apyrne AencTBUS MOTYT HEe UCHE3HYTb faxe
nocrie Toro, Kak Tbl X yaanuib. Tbl HE 3HaeLlb, KTO COXpaHUn 3Ty MHOpMaLuio, nonana n1 oHa B
MOWCKOBbIE CUCTEMbI U COXpaHUnach N OHa, a rMaBHOE: YTO nogymatrT o Tebe oKpyxarowme nau,
KOTopble HanWgyT U yBuaaT 3Tto. HanTu nHdopmMauunio MHOro neTt cnycTs CMOXeT fnobon - kak 13 gobpbix
noOyXaeHun, Tak n ¢ HAMepeHMEM NPUYNHUTL BPEL.

OT0 MOXeT ObITb KTO YrogHo.

OcHoBHble coBeTbl M0 3awwmTe undposon penyTtaumm: 1. Nogyman, npexage Yem 4To-10 Nyb6nukosatb
n nepefasaTth y cebs B 6nore unu B coumansHon cetu; 2. B HacTporikax npoduns ycTaHOBW orpaHMyeHmns Ha
NPOCMOTP TBOEro NPOUNa 1 ero CoaepXXMmMoro, caenam ero Toneko "onga gpysen”; 3. He pasmellan u He
yKasblBar MHOpMaLUIO, KOTOpasi MOXET KOro-nmbo ockopbnate unm odbmxaTsb.

ABTOpCKOE npaBo

CoBpeMeHHbI€e LLIKOSNBbHUKM - aKTUBHbIE Nofb3oBaTeny LmugpoBoro npoctpaHcTea. OgHako ganeko He
BCE 3HaloT, YTO MOMb30BaHWE MHOMMMM BO3MOXHOCTSIMM UncpoBoro mupa TpebyeT cobniogeHus npas
Ha WHTENmeKTyanbHyt COOCTBEHHOCTb.

TepMuH "nHTennekTyanbHas cO6CTBEHHOCTL" OTHOCUTCS K pasfnMyHbIM TBOPEHMSIM YETOBEYECKOrO
yMa, HauMHas C HOBbIX M300peTeHui 1M 3HaKoB, 00O3HavalwLWmMX COOCTBEHHOCTb Ha MPOAYKTbI U ycnyru,
W 3aKkaH4MBasi KHUramu, gotorpadusamu, KWHoOPUNbLMamMm U My3blkanbHbIMU NPOU3BEAEHUAMMU.

ABTOpCKME MpaBa - 3TO MpaBa Ha WHTENNEKTyalnbHYl0 COOCTBEHHOCTb Ha MPOM3BELEHUS] HayKM,
nuTepaTtypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYMNAKT B KAYECTBE rapaHTum Toro, YTo
WHTENNEeKTyanbHbIN/TBOPYECKUA TPya aBTopa He byaeT HanpacHbIM, 4acT eMy CrpaBeA iMBble BO3MOXHOCTM



3apaboTaTtb Ha pe3ynbTatax CBOero Tpyaa, nonyyntb U3BECTHOCTb U NpusHaHue. HukTo 6e3 paspeLueHns
aBToOpa He MOXEeT BOCNPOU3BOAMTbL €ro NponsBeaeHne, pacnpocTpaHsTb, Ny6NnMYHO 4EMOHCTPUPOBATD,
npoaasaTb, UMNOPTMPOBATL, NyckaTb B NpoKaT, My6NUYHO UCNOMHATL, NOKa3blBaTb/UCMNONHATL B 3dhupe nnm
pasmelatb B IHTepHeTe.

VMicnonb3oBaHue "nupaTtckoro" nporpaMmMHOro obecnevyeHusi MOXEeT MPUBECTM K MHOIMM puUCKaMm:
OT MOTEepU AaHHbIX K TBOMM akkayHTam o 61OKMPOBKM TBOErO YCTPONCTBA, IAe YCTaHOBIEHA HeneranbHas
nporpaMmma. He ctouT Takke 3abbiBaTh, YTO CYLLECTBYIOT flerasnibHble 1 6ecnnaTHble NporpaMmsbl, KOTOpbie
MOXXHO HaNTW B CETMW.

O noprane

CeTeBMYOK.pd - TBOW IMaBHbIN COBETUMNK B CETU. 34eCb Thl MOXELUb Y3HaTb O 6€30MacHOCTM B CETU
MOHSITHBIM W OOCTYMHbIM S3bIKOM, @ NP BOSHUKHOBEHUW KPUTUYECKOW CUTYaLMM 00paTUTLCS 3a COBETOM. A
Takke NPUHATbL y4acTe B KOHKYpcax U cTaTtbh caMbiM LMPOBLIM rpaxaaHnHom!



